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1 Introduction and Importance

The classical random oracle model, introduced by |[BR93|, has proven to be a powerful framework
for establishing the security of various cryptographic schemes when direct security proofs in the
plain model are not feasible. However, with the advent of quantum computing, there has been a
growing focus on ’post-quantum’ security, which addresses the robustness of cryptographic schemes
against quantum adversaries.

To address post-quantum security, [BDFT11] developed a model to incorporate the effects of
quantum computations into the random oracle framework. In this quantum random oracle model,
a quantum adversary can query the random oracle in a superposition of states. Specifically, for a
random oracle O, a quantum adversary can make a query of the form:

) ly) = |2) ly © O(x)),

where the adversary’s query state is transformed into a superposition that includes the output of
the random oracle.

This raises an important question: To what extent can a classical reduction under the random
oracle model be extended to a post-quantum reduction? This question is crucial, given recent
results such as [YZ22], which suggest that quantum algorithms can be significantly more powerful
than classical algorithms within the random oracle model. Understanding the limitations and
capabilities of extending classical reductions to the quantum setting is essential for ensuring the
security of cryptographic schemes in a post-quantum world.

2 Problems

In this work, we focus on a specific type of reduction. In the classical setting, if an algorithm A
can solve problem A within the random oracle model, then it is possible to construct an algorithm
B that solves problem B in the plain model. The algorithm B operates as follows: it runs A and
simulates the random oracle O internally during the execution of A.

More precisely, B is designed to emulate the behavior of the random oracle O in a manner that
allows A to solve problem A. Through this simulation, B can leverage the solution provided by A
to address problem B directly in the plain model.

3 Literature Review

In classical cryptography, proving the security of a scheme S under the random oracle model often
involves demonstrating that any adversary A that breaks S in this model can be converted into an
adversary B that breaks an underlying assumption T in the plain model. Typically, the reduction
involves the following steps:

e B runs A with the appropriate parameters.

e 3 records some of A’s queries to the random oracle using a specific strategy (e.g., recording
all queries or selecting some at random) and responds with simulated answers as if it were
the random oracle.

e Using the recorded queries and A’s behavior, B then attempts to break the assumption T.



3.1 Security of Fiat-Shamir Transformation under the Random Oracle Model
(ROM)

One well-known example of such a reduction is the security of the Fiat-Shamir transformation
under the random oracle model. Consider an adversary A that forges a tuple («, 3,) such that:

e O(a) = B, where O is the random oracle used as the hash function in the Fiat-Shamir
transformation.

e The verifier accepts the tuple (o, 3, 7).
The reduction works as follows, assuming A does not query the same « more than once:

e Suppose A makes p(\) queries to the random oracle, where p(+) is a fixed polynomial. Then
B samples a random index i < [p(A\)] and maintains a simulated random oracle O.

e For the first i — 1 queries, B responds to A using O@. The i-th query «; is forwarded to an
external verifier.

e Upon receiving a response 3 from the external verifier, B updates the simulated oracle O to
ensure O(a) = S and uses this updated oracle for subsequent queries.

Intuitively, A cannot distinguish whether the response from the random oracle is randomly
sampled or provided by the external verifier, since the verifier uses a public-coin protocol.

3.2 Post-Quantum Security of Fiat-Shamir Transformation under the Quantum
Random Oracle Model (QROM)

In recent work [DFMS19], the author investigates the security of the Fiat-Shamir transformation
when the adversary A is a quantum adversary with quantum access to the random oracle O. In
this model, the adversary can perform superposition queries of the form:

z) ly) = |z) [y ® O(x)) .

A key challenge here is that recording queries made by the quantum adversary is difficult, as
any measurement of the query register could disrupt the adversary’s state. However, since the
adversary ultimately outputs a classical tuple («, 3,7), it may be possible to measure some queries
without significantly affecting the adversary’s output. In fact, [DFMS19] provides a theorem stating
(informally) that:

o Let pg be the success probability of the original adversary A with respect to a random oracle

0.

e After measurement and reprogramming, let (a*, 5*) be the recorded query and response from
the external verifier. Let pf?l,rep be the probability that A outputs an accepted transcript
(o, B,7) with @ = a* and 8 = *. Then, p%rep > ﬁpg*, where O* is the modified oracle
such that O*(«a) = 3.

This result relies on extracting only one query-response pair. Later work [DFM20] extends this
approach to extracting a constant number of query-response pairs, but the multiplicative factor on
the success probability becomes ﬁ, where k is the number of pairs. Additionally, [CCLY21] used
a variant of this lemma to demonstrate the impossibility of post-quantum constant-round black-box
zero-knowledge arguments.



3.3 Useful Tool: Compress Oracle

Another significant approach is introduced by [Zhalg|, which presents the Compress Oracle tech-
nique. This method offers a novel perspective on the problem. Specifically, a phase oracle can
be as powerful as a standard oracle for any problem under a quantum oracle model. A quantum
algorithm A with a standard oracle:

) [y) = |2) [y & O(x))
can be transformed into another algorithm B with a phase oracle:
) ly) = (1) [z) |y)

Zhandry observed that the phase factor (—1)«9(3”)’74> can be interpreted both as the effect of the
oracle query on the adversary’s state and as the adversary’s effect on the oracle. Therefore, if we
consider the adversary’s queries as impacting the oracle’s database, it may be possible to record
some of the queries. However, measuring the oracle database during the algorithm might disrupt
the entanglement between the adversary and the oracle. [LZ19| used this technique to prove the
security of the Fiat-Shamir transformation under the Quantum Random Oracle Model.

3.4 Impossibility of Public-Coin Unbounded-Parallel Black-Box Zero-Knowledge
Proofs/Arguments

When a reduction requires extracting a polynomial number of query-response pairs, the techniques
mentioned above (and all known techniques) are insufficient. A classic example is the impossi-
bility of public-coin unbounded-parallel black-box zero-knowledge arguments, as demonstrated by
[PTW11]. The classical reduction approach involves:

e Constructing a malicious verifier V* for ¢ sessions, where V* outputs O(m), with m being
the messages exchanged in all prover sessions, and O is the random oracle.

e Assuming the existence of a simulator S that interacts with V* in a black-box manner, the
goal is to convert S into a malicious prover P*.

e The malicious prover P* first samples a random index i « [t] and embeds the real-time
interaction into the i-th session.

A key question is whether post-quantum public-coin unbounded-parallel black-box zero-knowledge
proofs/arguments are still impossible. We aim to achieve at least one of the following results:

e A statement on whether it is possible to construct post-quantum public-coin unbounded-
parallel black-box zero-knowledge proofs/arguments (likely to be impossible).

e A counterexample showing that this type of proof does not work, not necessarily by construct-
ing post-quantum proofs/arguments but perhaps by demonstrating some trivial protocols
where a simulator cannot be converted into a malicious prover.



4 Preliminaries

4.1 Notations

For most of the time, we use A, B, --- to denote sets and distributions. We use A, B, --- to denote
algorithms and oracles.

4.2 Distribution and Entropy

Let X, Y be sets, then Funcx_,y denotes the set of all functions mapping from X to Y. Let D be
a distribution over X.

Definition 4.1 (Entropy). Let D be an arbitrary distribution over set X, the entropy of D is

H(D) = — ) D(x)logy D(x).

rzeX

Definition 4.2 (Top Sum and Top Weight Supports). Let D be an arbitrary distribution over set
X, define TS¢(D) be the sum of weights on the largest t supports

TSi(D) = Z D(z)

zETWS, (D)

where TWS,(D) C X is an subset of size t such that Vo € X — TWS(D), TWS,(D) € TWS,(D) we
have D(z) < D(TWS:(D)).

Lemma 4.3. Let D be an arbitrary distribution over X that satisfies TS;(D) < a, then the entropy
of distribution D, H(D) > (1 —a) (logt — loga).

Proof. Let TWS;(D) be the set defined above. For any x € X — TWS;(D), D(z) < ¢ thus
H(D) > (1 —a)(logt —loga).
Proof of convexity is omitted. O

Lemma 4.4 (Shearer’s inequality). Let D be a distribution over sets X1 x Xo X - X Xy, let D; be
the marginal distribution of D over X;. Then

H(D) < Zn:H(Di).
=1

Lemma 4.5 (Pinsker’s inequality). Let P,Q be two distribution over set X, we have

1P = Qll; < v2Dku(P, Q)

where Dk, is the Kullback—Leibler divergence. When @ is the uniform distribution over X, it
becomes

IP = Qll, < v2(log|X| —H(P)).



4.3 Quantum Random Oracles

Lemma 4.6 (|Zhal2a], Corollary 7.5). Let X,Y,T be three sets. Let A be any quantum algorithm
that makes q queries to an oracle O : X — Y. We have

Pr [A°() =1] - Pr [A°() = 1]| < O(¢*/|T)).
(’)(i Funcx .y O(i Funcp_,yoFuncx 1

Lemma 4.7 ([Zhal2b|). Let X,Y be two sets. Let A be any quantum algorithm that makes q
queries to an oracle O : X — Y. Let FuncigHY be a distribution over Funcx_y such that it s
2q-wise independent. We have

Pr [.AO(~) =1] = Pr [AO(-) =1].

2q
o <i Funcx_y O«Funcy{

4.4 Zero-knowledge Protocols

Definition 4.8 (Proof/Argument System). A protocol Il = (P, V') is a post-quantum proof/argument
for language £ € NP if it satisfies:

e Completeness: For all x € L there exists w such that

Pr((P(z,w),V(z)) =1] = 1.

e Soundness: For all x ¢ L, all possibly unbounded/QPT prover P* and all non-uniform
advice |1y),
Pr [Outputy (P*(z, [¢2)), V(x)) = 1] < negl.

Definition 4.9 (Zero-knowledge). A post-quantum proof/argument for language L € NP is

e Black-box Zero-knowledge: if there exists a black-box expected polynomial time quantum
simulator S such that for all non-uniform QPT wverifier V*(|¢)),

Viewy (P(z), V*(z,[¢))) =S¥ (V).

e Black-box Weak Zero-knowledge: if there exists a black-box BQP simulator S such that
for all non-uniform QPT wverifier V*, all distinguisher D and all 0 < e < 1,

Pr [D (Viewy (P(2), V*(x,[1)))) = 1] = Pr |D (87" ()(z,119) = 1]| <«

o c-Zero-knowledge: if there exists a black-box BQP simulator S such that for all non-uniform
QPT werifier V*, all distinguisher D,

‘Pr [D (Viewy (P(z), V*(z, [¥)))) = 1] — Pr [D (SV*W”(:U)) - 1} ‘ <e.



5 Impossibility on Public-coin Unbounded-parallel Zero-knowledge
Proofs

To prove the impossibility of public-coin unbounded-parallel zero-knowledge proofs, consider a
simulator § that produces a transcript indistinguishable from a real transcript. The central idea of
our proof is that, if the number of sessions is sufficiently large, there must exist at least one session
where the distribution of the verifier’'s messages output by the simulator has nearly maximum
entropy. In this session, we can construct a malicious prover that uses the transcript to convince
the verifier of any = ¢ L.

To establish this, we need to demonstrate that the total entropy of the verifier’s messages is
large . This involves invoking Zhandry’s lemma on quantum random oracles to argue
that the entropy is sufficiently high.

Lemma 5.1. Let Funcx_y be the set of functions mapping set X to setY. Let S, CY be a subset
of Y such that |S;| = s < |Y] for all x € X. We abuse the notation and let Funcx_,y_g, be the
set of functions f mapping X toY such that f(x) ¢ S, for all x € X. For any quantum algorithm
A (possibly inefficient) that makes ¢ < s queries to an oracle O, we have

Pr [(A°() =1] - Pr [A°() =1]

o (i Funcx .y (@] (i Funcx .y _s,

<O/ ¢’s/[Y]).

Proof. Let S be an arbitrary subset of Y with size s. Suppose there exists quantum algorithm A
such that

Pr [(A°() =1] - Pr [A°() =1]

(@] <i Funcx .y (@] i Funcx v _s,

>0/ ¢%s/Y]).

Then there exists an quantum algorithm B that makes 2¢q queries to O such that

>0 ¢*s/[Y]).

Pr B9()=1] - Pr [B9(-) =1]

O(iFuncX_ﬂ/ O(iFuncX_,y_g

B works as follows. Let g, : Y =5, — Y —5 be a possibly inefficient one-to-one mapping. Whenever

A calls the oracle
Y aglz)ly) o > ) |O@) D).
zeX zeX

B does the following:

1. Queries the oracle in a temporary empty register

Sasla)ly) = Y asla) [y) [O())

zeX zeX

2. Maps the response to Y — S

Y azle) [y)|0(2)) = Y asle) y) 19:(0()))

zeX zeX



3. Updates the answer register

Y ala) ) [0(2)) = Y aglz) [y © g2(O())) |92(O(x))) -

zeX rzeX

4. Queries the oracle again and uncompute the temporary register, then trace out the temporary
register

Y la) [y @ g:(0()) 19.(0(@)) = D az ) |y @ g2(O(=))) -

zeX zeX
So we only need to prove that
Pr (BO()=1] - Pr [B(-) =1]
O(i FunCX*,y O(iFunCXﬁy,S

Let T be a set of size t, by

<O ¢*s/[Y]).

Pr (BO()=1] - Pr [B°(-) = 1]| < O(¢* /).
o (i FunCX*,y @ (i FuncTﬁyoFuncX%T
Pr (B9()=1] - Pr [B9(-) = 1]| < O(¢*/t).
(@) <i Funcx ,yv_g (@] (i Funcr_y _goFuncx_.1

t
Note that the probability that a random function O <& Funcy_y is in Funcy_y_g is (1 — ﬁ) =
1—-0(st/|Y]). Thus

Pr [B9() =1] - Pr [BO(-) = 1]| < O(st/ |Y)).

O (i Funcp_,yoFuncx 7 O (i Funcr_,y _goFuncx _.1

Let t = O(y/q3|Y| /s), combine above inequalities we get

Pr [BO(-) = 1] — Pr [BO(-) = 1]
O(i Funcx v (’)(i Funcx ,y_s

<O @*s/Y]).

O]

Theorem 5.2. Let (P, V) be a post-quantum black-box € zero-knowledge proof for any NP language
L where all messages are m(X) bits long and contains £(\) rounds, if it satisfies:

e [t is a public-coin protocol.
o It remains black-box e-zero-knowledge under k-parallel repetition when k > X205 and € < ﬁ

Then L is in BQP.



Proof. Fix any instance x. Let the message space be M = {0, 1}mk, the number of rounds be
¢ = 4()\). Define M=t = Ui_; M’ Let S be the black-box simulator and let the number of
queries made by the simulator be ¢ = ¢(k,A). Let U be the uniform random distribution over
Funcys<¢_, ;. Consider a k-parallel malicious verifier V© which has quantum access to a random
oracle O : M=/ — M sampled from U. V© on prover’s message m’ € M= responses O(m'). Let
VYU denote the verifier that samples an oracle O according to U and runs V°.

Let DY denote the distribution of the output of S¥(z). Some notations are defined below

e Let DY(L) where L is a list of message indices be the marginal distribution on those indices.
For example, DY (r1,r9) is the marginal distribution of (r1,r9) and DY(my,--- ,m;) is the
marginal distribution of (mq,--- ,m;).

e For a predicate E, let DY(-|E) be the distribution of the output of S¥(x) condition on the

outputted transcript satisfies E. For example, for fixed mj,r; € M, DY(-lm; = m},r; = 7";)
is the distribution of the output of SY(x) condition on the i-th prover’s message being m;
and the j-th verifier’s message being 77. Combine this with the first bullet, we use DY(LIE)
to denote the marginal distribution on L condition on E. For example, for fixed m], we use
DY(r1lm1 = m}) to denote the marginal distribution of r; condition on the first prover’s

o *
message being m].

e For two predicates E and F, let d”(E|F) be the probability that SY(x) outputs a transcript
that satisfies E condition on that transcript satisfies F. For example, for fixed mj,r], we
use d¥(r1 = r{|m1 = m}) to denote the probability that a transcript with the prover’s first
message being m] has response r] from the verifier.

For all oracle distribution U*, let pﬁ:;a“d be the probability that SV outputs a transcript that
contradicts the oracle @ when O is sampled according U*. That is,

pﬁ\*,a“d = Pr [Eiz' €[] st. O(ma, -+ ,my) #ril(my,re, -+ ,me, ) SVU* (ac)} )

Claim 5.3. The probability that sV’ outputs a transcript that contradicts its oracle is small. That
; U
5, Plvalid Se

Proof. If not, a trivial distinguisher that checks whether the outputting transcript is valid will
distinguish the output of the simulator and the actual view of the verifier. O

Claim 5.4. The sum of top t = gmk—log?q weights of the distribution of r; condition on the prover’s
previous message being (m3,--- ,m?) is small on average over all (m%,--- ,m}) € M=<'. More

specifically, for all i € [{],
Z dVU (:1::i> TS <DVU <Ti :Ll:::i>> <0 <\/ q3/qlogq> +pﬁvalid'
mi=m

: i) has too much weight

m;=m;
on a small fraction of supports then after we modify the random oracle such that the oracle never
answer those supports, either the output distribution of S or pjnaiid has to change dramatically.

*

Proof. The idea behind the proof is that if the distribution DY




But according to both quantities can only change slightly.
Now we formally prove this claim using For fixed i € [¢(] and (m3}, - ,m}) € M, let

Smg o mz) = TWSy <DVU (rilmi =m3,---,m?)) C M be set of supports that has the t largest

weight. Let U] be the uniform distribution over FuncMgeﬁM_S(m’m’ . Consider the output

m;) "
distribution of SV (z). By we have
|0 0| <o/ = o (/i) m

1

U Uj
’plnvalid - plnvalid‘ <0 (\/ q3/q1°gq) : (2)
Note that only the image for i-round messages are punctured, but the lemma still holds since

we can view a single random oracle as ¢ oracles, one for each round. For any outputted tran-

script (m7, 7%, ,mj,r}) of SV° (x) where O < U] if rf € TWS; <DVU <ri ml?ml)) then by the

and

m;=m5*

7

mi=mj - x ok VUi Ui
m.;m*>>‘(m17r17'” 7m€7r£)%8 (x) Splnvalid’
% i

definition of U/ this transcript contradicts the oracle O. By the definition of plliila” 4
By leq. (1)} leq. (2)| and |section 5, we have

> " (:Ll::zl ) Pr [rf € TWS; <DVU <ri
Z M (:1::1> TS, <Dw <n

(m3, ,mf)eM?
mi=mj
. ; mi=mj
(mj,- ,m})eM?

= Y (Zj:l) Pr [r;“ € TWS, (DVU (n

. k2
(m7,-,m7)eM?

< > " (:11::1> Pr {r;-k € TWS; (DVU <7’i

(m3, ,mf)eM?

o (v
VUi mlzm’f x YU '
< Y AV - ) Prirf e TWS, (DY (1

(m3,- ,mF)eM?

+0 (\/q?’/ql"gq)
o
<0 (\/ q3/q1°gq> + Pinvalia < O (\/ q3/q1°gq> + Pinvalid-

mi=mj

* % * % u
*>)‘(m1,r1,--- amﬁvrﬁ)%‘sv (33):|

m;=m;

mlmi>> ‘(mT7TT,-~ 7mzer) — SVU(Q:):|

m;=m;

=m* %
T MY, T, My, Ty ) SV (x
* 11 (2R

m;=m;

O]

Claim 5.5. The entropy on the verifier’s response in DY s large. More specifically, for alli € [¢],

Z dVU (mjzmi> H <DVU <ri mizmi>> =z (1 Y <\/ q3/q10gq> - pﬁvalid) (mk—log2 Q)'

(mT7 7m;)€Ml

10



Proof. For fixed i € [¢] and (m},---,m}) € M, let Smi,m; = TSt (DVU <Ti
we have,

H(DVU<

Plug in t = 9mk—10g" 4 we have

m;= m*

ml =m
1)> > (1= 8mz, m?) (logt — log sm»f,...,m;) > (1= Sz, mz) logt.

mi=mj YU mlsz
() (e ()
(m17 -m GMZ
mi=mj
> (mz mf) (1 = Sz, mz) logt
(m17 - my)EM?

> (1 -0 (x/q3/qlogq> - pﬁvand> (mk —logq).

Let r;; be the response of the j-th verifier session on the i-th round.

Claim 5.6. There exists some sessions that the verifier’s response in that session is close to uniform
random. More specifically, there exists j € [k], such that

LT D

1= 1(m EM

mi=m lo
e 1> UM < O E\/plnvalldm + i 1
1

rm—mZ

where Uy, is the uniform distribution over M.

Proof. By Flaim 5.3

mi=mj
, . mi=m;
i=1 (m},- ,mf)eM?

> (1 -0 <\/m) _plnvalid> (mk — log® q)¢.

The first inequality follows from Thus there must exists j € [k] such that
¢
Sy (o (e
L ) mi:m;‘ v mi:m;‘
5 log” ¢
2\ 1= O ya&/d ) = Pinvatia | | M ——— | L.

11




By and concavity,

v oy e (e

=1 (mi7’m:€)€M’L g

: EZ: Z a” (:T:i) \/2m —2 <1 -0 <W> - plnvalid) (m - log_;f q)

i=1 (m - ,m?)eM? i

m; :m;

ml—m1“>
— Uy

1

log?
SO E\/plnvalidm + %

O

Now let’s prove the theorem by constructing a BQP algorithm D that decides whether x € £ or

not. Let Ugw be the uniform distribution over Func?\flgﬁ  and D runs Sy (x), checks whether

the outputting transcript is accepted by the verifier and accepts iff the verifier accepts.
Claim 5.7. If x € L, D accepts with probability > 1 — € —negl > 1 — W — negl.
Proof. Directly follows from the definition of the simulator. O

Claim 5.8. If x ¢ L, D accepts with probability < 1 — ﬁ.

Proof. We prove by contradiction. Suppose that Sy (z) outputs an accepting transcript with
probability at least 1 — %. By there exists j € [k], such that

4 2
mi=mj log” q 1
— U < O E nvali S O .
) My = \/p' Al + = A2

> > 47 (ZZZ?) HDVU (Tij e
i=1 : e
3)

The second inequality follows from Now we construct a malicious prover P* that breaks
the soundness of the protocol. The idea of P* is that since it has unbounded power it can send
messages according to distribution D and use session j to convince the external verifier. P* on
round ¢ does the following:

my=mj,r1=ry,

—an ¥ . —p¥
mi—1=m;_1,T7—1=T;_

1. Samples m; according to the distribution DY’ (ml

) and sends mj; to

the external verifier and receive r;"j.

2. Samples the rest of r} according to the distribution DY’ (m

mlzmi‘,n:rf,>

L — * =¥
mi=mg,rij=r;;

Claim 5.9. If Sy (z) outputs an accepting transcript with probability at least 1 — ﬁ Then
P* convinces a honest verifier with probability at least 1 — W -0 (ﬁ)

Proof. We prove this by hybrid argument. Consider the following hybrids:

Hybrid 0: In this hybrid, the malicious prover does exactly as above. Let py denote the probability
that it convinces the verifier.

Hybrid 1: In this hybrid, the malicious prover does the following on round i:

12



mi=mj,r1=rj, N

ij ac-

1. Samples m; according to the distribution o) (mz

mi=mj
P . — * ‘
m;=m,]

2. Samples the rest of 7} according to the distribution o) (ri

> and samples r

M 1=M]_ |, 7i—1=T]_

cording to the distribution DY’ <mj

J— * ¥
My=mg ,rij ="

mi=m},ri=r} >

Let p; denote the probability that (m7,r],---,mj,r;) is an accepting transcript. By
lpo — p1] < O (55)-

Hybrid 2:In this hybrid, the malicious prover does the following on round i:

mIZmTJll:r{’

*

1. Samples m; according to the distribution o) (mZ

> and samples r

M 1=M;_ |, ri—1=T;_, ij 8¢
. . . . U mi=mj,r1=rj
cording to the distribution DY <TZ‘]‘ L x>
S\ric1=ri_,mi=m;

. . o [ |ma=mie=,

2. Samples the rest of r} according to the distribution D Ti| i

=M T =T 4
Let pa denote the probability that (m,r],---,mj,r}) is an accepting transcript. Since all 7; are

independent, p; = po.
Hybrid 3:In this hybrid, the malicious prover does the following on round i:

mlzmIﬂ“l:rTv %

1. Samples m; according to the distribution DYy’ <mZ y

> and samples r

J— * ¥
mi_1=m;_|,Ti—1=";_;
mi=mj,r1=r]
— ¥ ¥ *
Ti—1=T;_1,Mi=m;

2. Samples the rest of r according to the distribution DV’ <ri

according to the distribution DV (rij

— * R,
mi=m;,rij=r;

mIZmI/"l :Tika)

Let p3 denote the probability that (m7,r},--- ,mj,r;) is an accepting transcript. By lemma 4.7
e . o Uqw
p2 = p3. Note that the output distribution in this hybrid is exactly DY * thus p3 > 1 — % by

our assumption and pg > 1 — % -0 (ﬁ)

O
By contradiction we prove the claim. O
Combine |claim 5.7 and [claim 5.8| we prove the theorem. ]

6 Why it is Hard to Prove Impossibilities on Public-coin Unbounded-
Parallel Zero-knowledge Arguments

To demonstrate the impossibility of constructing a malicious prover from a simulator that emu-

lates the view of a random oracle verifier, consider the following argument. The key insight is

that a quantum algorithm’s method for extracting information from a random oracle may differ
fundamentally from that of a classical algorithm.
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Consider a trivial protocol where the verifier accepts any input, with £ rounds, and each message
is in {0,1}™. Let k denote the number of repetitions. Define M; as the register storing the i-th
prover’s message and R as the register storing the verifier’s response. The simulator performs the
following steps:

e Foreachi=1,...,¢:

1. Sample two random strings sg,s; € {0,1}™, where the first bit of s is b. Let U
be a unitary operator that maps |sg) to |0™) and |s1) to |[0™~!1). Prepare the state
|(mq,...,mi_1,S0)) on M; and query the verifier oracle Vi to obtain V(myq, ..., m;_1, So).
Then query the inverse verifier oracle VJ to reset the verifier’s state.

2. Foreach j =1,...,2km:
(a) Prepare the state

\2 (](ml, .. .,mi,1,80)>Mi + \(ml, - ,m¢,1,51)>M_)

7

on the query register M;.
(b) Query the verifier oracle Uy. The state now looks like

1
7 (I0m1,omicas so)hag, [V (mas - omica, so))g + [(mas - omicy, 1)), [V(ma, - misa, s1))

(¢) Apply the unitary U to M; and ignore all qubits except the last qubit of M;. The
state then becomes
1
V2

(d) Apply Hadamard gates to all qubits, then measure all qubits in the computational
basis. This yields a random string d;; € {0, 1}™* and a value vij = (dij, V(ma,...,mi—1,50)®
V(ml, ey MMy, 81)>.

(’O> |V(m1, e, My—1, 80)>R + ‘1> |V(m1, ceey, M1, 81)>R) .

(e) Prepare the state |(m1,...,mi—1,80))pp, [V (ma,...,mi—1,50)) and query the inverse
verifier oracle VJ to reset the oracle state.

Use the collected data d;; and y;; for j = 1,...,2km along with V(m1,...,mi_1,s0) to
solve for V(myq,...,m;_1, s1) by solving a system of linear equations.

Note that regardless of which query is measured, the probability of correctly identifying the
prover’s message is at most % Consequently, for any malicious prover using the simulator in a
‘black-box” manner (which measures only ¢ queries, a reasonable assumption), the probability of
outputting a distribution identical to the simulator’s output distribution is at most 2%

7 Other Results: Impossibility on Straight Line Simulator

For a ¢ = {(\) round protocol (2¢ messages in total with the prover sends the first message and the
verifier sends the last message) with each message in {0,1}". Registers are defined as follows:

14



1. M= ®f:1M,~ where M is the register that the simulator stores its queries on. M; stores the
i-th message of the prover and has basis {0,1}" U {L}.

2. R is the register that stores the verifier’s answer and has basis {0,1}" U {L}. If the verifier
aborts this register will be on state | L).

3. F=F®I®B®W ® C is the verifier’s private register.

e F is the register that stores a ‘random oracle’ that decides whether the verifier aborts
for each prover’s query and the randomness used for the honest classical verifier. It is
initialized to

the)p = Z D(F) s, F)p

5]
s€8 FeRunc (o 1ymug1y)e 0,1y

where S is the randomness space for the honest verifier and D, is the weight function
such that the distribution of F' respect to D, is the distribution of functions where for
each x, F'(x) is an independent bit with ¢ probability to be 1 and otherwise 0. For now,
e is set to 1/4.

e Iis the round register that stores which round the verifier is in. It is initialized to [0).

e B is the qubit register that indicates whether the verifier aborts, its is |1) iff the verifier
aborts. It is initialized to |0)g

e W is the work register of the verifier. It is initialized to |0)yy.

e C= ®f:1(3i is the register that the verifier uses it to copy and dequantize the simulator’s
messages and responses. C; will store the message and response on round 4. It is
initialized to |0) .

For any verifier V*, it can be represent as an unitary U over register M ® R ® F. For simplicity,
we assume that the verifier output accept/reject via setting the first qubit of the R to 1/0 for the
last round.

Definition 7.1 (Straight Line Simulation). A post-quantum zero-knowledge protocol (P,V') for a
language L is said to have a straight line simulator iff there exists a simulator S that satisfy the
zero-knowledge property and S only queries U (without control registers) but not Ut.

Theorem 7.2. If a post-quantum argument II = (P, V') for a language L is e-Zero-knowledge for
some € < O (A—%Q) and the simulator is straightline, then £ € BQP.

Proof. For any post-quantum zero-knowledge protocol (P, V) for a language £ and a straight line
simulator S for it. W.L.O.G we assume that S queries U for exactly ¢ times. Define a verifier V
that works as follows:

15



Algorithm 1: Vjf
Input: Register M R ® F
1 Run the actual classical verifier V' and xor its output on register R condition on B is |0).
Apply bit-flip on B if the classical verifier aborts on this query (due to incorrect format),
this query does not match previous queries (check using C) or F(my, mg,--- ,my) =1
where F' is the random function on F and mq,ms, -, my are the queries made by the
prover on M.

2 Apply the copy unitary Uecopy = Zle |4) (i]y ® Uc(f;%,y condition on B is |0) where

Uc(z;;)y Hmn, MR W e, = M), )R 1w @ (M, 7))o, copies the i-the message of the
prover and the response of the verifier to the verifier’s private register.

We prove the following claims that says, the output of the simulator must be ’the message that
it queries the verifier oracle and its response’. If it is not the case, the simulator never knows
whether the verifier aborts.

Claim 7.3. Let psyc be the probability that S outputs a transcript that the verifier does not abort

and accepts Then ’psuc — (1 — %)E‘ <0 (ﬁ) Thus psue = (1) is non-negligible.

Proof. Follows by the definition of the simulator. Note that Vi aborts with probability (1 — %)e. O

Claim 7.4. Condition on the simulator outputting a non-aborting transcript, say (my,r1, ma,ra, -+ , Mg, Ty¢),
let |¢) p be the state of the verifier at the end of the simulation. Let

Heq = ITrc(F) ®f:1 ‘mi’ri> <mi’ri|ci

be the projector that projects onto the subspace where the output of the simulator is just its queries
and response. Then we have,

1
ey |6) 5l > 1 -0 (Q .

Proof. Let
" = Frvg, vy @ D s i) (mis il

ri
and
I} = Itg, (7) ® M, 1) (mi, Tl o,

be the projectors that projects onto the subspace where the i-th query/query-and-response of the
output of the simulator is just its query/query-and-response of the verifier oracle. Now consider a
verifier V|* that measures F at the start and measures C after each query.

16



Algorithm 2: V[
Input: Register M R ® F
1 Run the actual classical verifier V' and xor its output on register R condition on B is |0).
Apply bit-flip on B if the classical verifier aborts on this query (due to incorrect format),
this query does not match previous queries (check using C) or F(my, mg,--- ,my) =1
where F' is the random function on F and mq,ms, -, my are the queries made by the
prover on M.

2 Apply the copy unitary Uecopy = Zle |4) (i]y ® Uc(é;,y condition on B is |0) where
Uc(z;;)y Hmn, MR W e, = M), )R 1w @ (M, 7))o, copies the i-the message of the
prover and the response of the verifier to the verifier’s private register. Then perform a

. . ’,f'”;fj ',f'”;’/1
measurement on C; under computational basis. Let the result be (m]"“"", rI*").

Note that this verifier cannot be represented as an unitary but since our simulator is straightline
we can still consider the output of SVi'. Since C and F can be viewed as control register for all other
operators, measurements on C; and F commute with other unitaries and measurements performed
by the simulator, the verifier oracle, I and II} for all i € [(]. Thus the output distributions S"o

and SY1' are identical. But note that in S'7 all queries are classical since V;* measures C. Let
queried queried
i 1T

such that

be the measurement outcomes for the measurement on C;. If there exists i € [n]

1
m 2

. <1 - — ).
HHz ’¢>FH2 — 1 Q <)\€)
Then in the execution of SY1',

‘ . 1
Pr [mz =+ mgumed | S V" outputting a non-aborting output} >Q <> .

A
But note that F(mj,meo,---,m;) is information theoretically hidden from the simulator. This
will cause a contradiction since the probability that F(mq,me,---,m;) = 1 is % independently,

which means that with probability €2 (A—%Q) the simulator claims that the transcript it outputted is
non-aborting but it is actually aborting. Thus for all ¢ € [n], we have

I 6l > 1-0 () (@

If there exists i € [n] and a polynomial p(-) such that

1
117 2<1-9( = .
I ohell < 1- 2 (5,
By leq. (4)l we have

Pr [m, = m?”e”‘?d AT # rfuerwd | SY1 outputting a non-aborting output} >0 <>\€>

which will cause a contradiction since in SV7 the randomness for the honest verifier is measured
and the response should be unique and the probability of outputting a wrong response should be
at most O (53z) by definition. Thus for all i € [n], we have

A2
T 2 1
I el > 1-0 (3.

17



By quantum union bound, we prove this claim. O

Now we consider a non-black-box simulator S that runs S honestly but outputs the measurement
result of C as the transcript (and the measurement result of B as the bit indicating whether the
verifier aborts). By the above claim, this is a valid simulator. We will use this simulator to construct
a quantum polynomial time algorithm D that decide whether an instance x is in £ or not. D upon
receiving its input instance x, initializes the verifier’s private register as above and runs the simulator
S on input z with respect to V;*. This is because we only need to sample the value of F'(-) when each
classical query arrives. Finally, D accepts iff the transcript (m‘{“me‘i, r‘f“med, e Z“me‘i, r?umed)
is both non-aborting (according to F') and accepted by the verifier.

Claim 7.5. If x € L, D accepts with at least psye — O (%) > Q(1) probability.

Proof. By [claim 7.3 with probability psye, (m1,71,- -+ ,my¢,7¢) is both non-aborting and accepted.

By |claim 7.4|7 with probability 1-0 (5 ), (my, 1, -+ ,mg,r) = (m‘f“e”e‘i7 rg“e”‘?d7 e 7m2“e”5d7 rgumed).

By union bound we prove the claim. O

Claim 7.6. If x ¢ L, D accepts with at most O (%) + negl probability.

Proof. We construct an adversary B that tries to break the soundness of the protocol with proba-
bility. B runs S with respect V5 that forwards queries to an outside honest verifier V.
Algorithm 3: V5
Input: Register M@ R® F
1 Measures I to obtain the round number 7. Measures M; and forward the measurement

queried queried

; to the external verifier V. Xor its response 7r; on R. Apply bit-flip on
B if this query does not match previous queries (check using C) or

F(my,ma,--+ ,my) =1 where F is the random function on F and my,ma,--- ,my are the
queries made by the prover on M.

result m

2 Apply the copy unitary Uecopy = Zle i) (il; ® Uc(f;%,y condition on B is |0) where

Uc(z,y Hma, MR (W e, = M)y, IR [u @ (m, 7))o, copies the i-the message of the
prover and the response of the verifier to the verifier’s private register. Then perform a

measurement on C; under computational basis. Let the result be (m"ere? paueried)

. . =V &V =V . .
It is easy to see that S cannot tell the difference between S°°, S™' and S ? are identical. On

the other hand, by |claim 7.4] with probability 1 — O (%), the output of 57 s just its transcript
with the external verifier V. By the soundness condition B should only succeed with negligible
probability. By union bound, we prove the claim. O

By [claim 7.5| and [claim 7.6] the efficient quantum algorithm D decides £, thus £ € BQP and
we are done with the proof. O

8 Other Results: Impossibility on FLS-type Public-coin Unbounded-
Parallel Zero-knowledge Arguments

Definition 8.1 (FLS-type protocol [FLS99|). A FLS-type protocol for NP language L is a protocol
of the following form:
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e Public input: x € {0,1}" (the prover wish to prove x € L)
e Prover’s auxiliary input: w (a witness for x € L)

e Step 1: Generation Protocol: The prover and the verifier first engage in a generation
protocol Gen, let the transcript of this step be T.

e Step 2: WI argument: The prover and the verifier then engage in a witness indistinguish-
able zero-knowledge argument that proves either 7 € A or x € L where A is a fixed language
related to the generation protocol Gen.

Definition 8.2 (Generation protocol). A protocol Gen between a prover P and a verifier V is called
a generation protocol iff there exists a NP language A such that the protocol satisfies the following
properties:

o Soundness: Let T be the transcript of execution. If the verifier executes the protocol honestly
then for any prover Pr[r € A] < negl.

o Simulation of verifiers: There exists a simulator Sgen that has black-box access to the
verifier such that for any non-uniform QPT wverifier V*(|1))), Sgen Tuns for time polynomial
in the running time of V*(|1)) and 1/e where € is the gap parameter, outputs a pair (v, o)
such that:

1. Let pq be the mazimal distinguishing probability between v and the view of V*(|1)) in
the execution of Gen between an honest prover and V*(|1)). That is, for all QPT dis-
tinguisher D,

[D(v) =1] - [D(v) = 1]] < pa.

Er - Pr
UFSgen(‘w»(x) vViewy (P,V*(|1))))

2. Let T be the transcript obtained by view v. Then the probability that both T € L and o is
a witness for it is at least 1 — € + pq.

Theorem 8.3. Let (P,V) be a post-quantum black-box weak zero-knowledge argument for any NP
language L, if it satisfies:

e [t is a public-coin protocol.

o [t remains black-box weak zero-knowledge under unbounded parallel repetition.

o [t is an FLS-type protocol and the simulator is straightline in the WI argument step.
Then L is in BQP.

Proof. Consider the malicious verifier VDO mentioned in proof for theorem 5.2, Let all parameters
and notations be the same as what it is in the proof for [fheorem 5.2]

Claim 8.4. Let 7; be the transcript of the generation step in session j. There exists a session
J € [k] such that

1
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Proof. The claim follows from and the soundness property of generation protocol. Con-

sider a malicious prover P* for the generation protocol that sends messages according to distribution

D. More specifically, P* on round ¢ samples m; according to the distribution D (m; | (mq,r1,--+ ,mi—1,7i—1)

and sends m;; to the verifier to receive r;;, then samples r; according to the distribution D (r; | (mq, 71, -+ ,mi, 745)).
By the soundness property the transcript 7/ between this prover and VO(9 should satisfy

Pr [7" € A] < negl.

Together with the fact that the distance between the distribution of 7 and the distribution of 7/ is
0 (ﬁ) we prove the claim. O

Now we construct a black-box simulator Sy, that simulates the WI argument for any verifier
V*(|[¢)) in a straightline way. Swi calls S with verifier V' = V€ o V*(|3))) which answers queries
using V¥ but substitute responses in the WI argument of session j by the response of V*(|¢))).
Note that Pr[r; € A] < O (ﬁ) If 7; ¢ A and the verifier accepts in the WI argument then it
must be the case that € L. By this means that £ € BQP. O

Corollary 8.5. Construction 4.1 in [ACP20] is not an unbounded parallel zero-knowledge for all
NP language with respect to black-box simulators.

References

[ACP20]  Prabhanjan Ananth, Kai-Min Chung, and Rolando L. La Placa. On the Concur-
rent Composition of Quantum Zero-Knowledge. Cryptology ePrint Archive, Paper
2020/1528. https://eprint.iacr.org/2020/1528. 2020. URL: https://eprint.
iacr.org/2020/1528 (cit. on p. [20).

[BDF*11] Dan Boneh, Ozgiir Dagdelen, Marc Fischlin, Anja Lehmann, Christian Schaffner, and
Mark Zhandry. “Random Oracles in a Quantum World”. In: ASTACRYPT 2011. Ed.
by Dong Hoon Lee and Xiaoyun Wang. Vol. 7073. LNCS. Springer, Heidelberg, Dec.
2011, pp. 41-69 (cit. on p. .

[BR93| Mihir Bellare and Phillip Rogaway. “Random Oracles are Practical: A Paradigm for
Designing Efficient Protocols”. In: CCS ’93, Proceedings of the 1st ACM Conference
on Computer and Communications Security, Fairfax, Virginia, USA, November 3-5,
1993. Ed. by Dorothy E. Denning, Raymond Pyle, Ravi Ganesan, Ravi S. Sandhu,
and Victoria Ashby. ACM, 1993, pp. 62-73. DOI: [10 . 1145/168588 . 168596 URL:
https://doi.org/10.1145/168588. 168596 (cit. on p. [2).

[CCLY21] Nai-Hui Chia, Kai-Min Chung, Qipeng Liu, and Takashi Yamakawa. On the Impos-
sibility of Post-Quantum Black-Box Zero-Knowledge in Constant Rounds. Cryptology
ePrint Archive, Paper 2021/376. https://eprint.iacr.org/2021/376. 2021. URL:
https://eprint.iacr.org/2021/376 (cit. on p. [3).

[DFM20]  Jelle Don, Serge Fehr, and Christian Majenz. “The Measure-and-Reprogram Tech-
nique 2.0: Multi-round Fiat-Shamir and More”. In: Lecture Notes in Computer Sci-
ence. Springer International Publishing, 2020, pp. 602—-631. 1SBN: 9783030568771. DOI:
10.1007/978-3-030-56877-1_21. URL: http://dx.doi.org/10.1007/978-3-030-
56877-1_21 (cit. on p. [3).

20


https://eprint.iacr.org/2020/1528
https://eprint.iacr.org/2020/1528
https://eprint.iacr.org/2020/1528
https://doi.org/10.1145/168588.168596
https://doi.org/10.1145/168588.168596
https://eprint.iacr.org/2021/376
https://eprint.iacr.org/2021/376
https://doi.org/10.1007/978-3-030-56877-1_21
http://dx.doi.org/10.1007/978-3-030-56877-1_21
http://dx.doi.org/10.1007/978-3-030-56877-1_21

[DFMS19]

[FLS99)]

[LZ19]

[PTW11]

[YZ22]

[Zhal2a]

[Zhal2b|

[Zhal8]

Jelle Don, Serge Fehr, Christian Majenz, and Christian Schaffner. Security of the Fiat-
Shamir Transformation in the Quantum Random-Oracle Model. Cryptology ePrint
Archive, Paper 2019/190. https://eprint.iacr.org/2019/190. 2019. URL: https:
//eprint.iacr.org/2019/190 (cit. on p. .

Uriel Feige, Dror Lapidot, and Adi Shamir. “Multiple NonInteractive Zero Knowledge
Proofs Under General Assumptions”. In: SIAM Journal on Computing 29.1 (1999),
pp- 1-28. por: [10.1137/S0097539792230010. eprint: https://doi.org/10.1137/
S0097539792230010. URL: https://doi.org/10.1137/S0097539792230010 (cit. on

p-[18).
Qipeng Liu and Mark Zhandry. Revisiting Post-Quantum Fiat-Shamir. Cryptology

ePrint Archive, Paper 2019/262. https://eprint.iacr.org/2019/262. 2019. URL:
https://eprint.iacr.org/2019/262 (cit. on p. .

Rafael Pass, Wei-Lung Dustin Tseng, and Douglas Wikstrom. “On the Composition of
Public-Coin Zero-Knowledge Protocols”. In: SIAM Journal on Computing 40.6 (2011),
pp- 1529-1553. DoI1: |10. 1137 /100811465, eprint: https://doi.org/10.1137/
100811465, URL: https://doi.org/10.1137/100811465 (cit. on p. [4)).

Takashi Yamakawa and Mark Zhandry. Verifiable Quantum Advantage without Struc-
ture. 2022. arXiv: 2204 .02063 [quant-ph]. URL: https://arxiv.org/abs/2204.
02063 (cit. on p. [2).

Mark Zhandry. How to Construct Quantum Random Functions. Cryptology ePrint
Archive, Paper 2012/182. https://eprint.iacr.org/2012/182. 2012. URL: https:
//eprint.iacr.org/2012/182 (cit. on p. [f]).

Mark Zhandry. Secure Identity-Based Encryption in the Quantum Random Oracle
Model. Cryptology ePrint Archive, Paper 2012/076. https: //eprint . iacr . org/
2012/076. 2012. URL: https://eprint.iacr.org/2012/076 (cit. on p. [0).

Mark Zhandry. How to Record Quantum Queries, and Applications to Quantum In-
differentiability. Cryptology ePrint Archive, Paper 2018/276. https://eprint.iacr.
org/2018/276. 2018. URL: https://eprint.iacr.org/2018/276 (cit. on p.[4).

21


https://eprint.iacr.org/2019/190
https://eprint.iacr.org/2019/190
https://eprint.iacr.org/2019/190
https://doi.org/10.1137/S0097539792230010
https://doi.org/10.1137/S0097539792230010
https://doi.org/10.1137/S0097539792230010
https://doi.org/10.1137/S0097539792230010
https://eprint.iacr.org/2019/262
https://eprint.iacr.org/2019/262
https://doi.org/10.1137/100811465
https://doi.org/10.1137/100811465
https://doi.org/10.1137/100811465
https://doi.org/10.1137/100811465
https://arxiv.org/abs/2204.02063
https://arxiv.org/abs/2204.02063
https://arxiv.org/abs/2204.02063
https://eprint.iacr.org/2012/182
https://eprint.iacr.org/2012/182
https://eprint.iacr.org/2012/182
https://eprint.iacr.org/2012/076
https://eprint.iacr.org/2012/076
https://eprint.iacr.org/2012/076
https://eprint.iacr.org/2018/276
https://eprint.iacr.org/2018/276
https://eprint.iacr.org/2018/276

	Introduction and Importance
	Problems
	Literature Review
	Security of Fiat-Shamir Transformation under the Random Oracle Model (ROM)
	Post-Quantum Security of Fiat-Shamir Transformation under the Quantum Random Oracle Model (QROM)
	Useful Tool: Compress Oracle
	Impossibility of Public-Coin Unbounded-Parallel Black-Box Zero-Knowledge Proofs/Arguments

	Preliminaries
	Notations
	Distribution and Entropy
	Quantum Random Oracles
	Zero-knowledge Protocols

	Impossibility on Public-coin Unbounded-parallel Zero-knowledge Proofs
	Why it is Hard to Prove Impossibilities on Public-coin Unbounded-Parallel Zero-knowledge Arguments
	Other Results: Impossibility on Straight Line Simulator
	Other Results: Impossibility on FLS-type Public-coin Unbounded-Parallel Zero-knowledge Arguments

